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Introduction to the 2020 edition

Children have the right to enjoy childhood 
online, to access safe online spaces, 
and to benefit from all the opportunities 
that a connected world can bring to them, 
appropriate to their age and stage.

As they grow older, it is crucial that they 
learn to balance the benefits offered by 
technology with a critical awareness of 
their own and other’s online behaviour and 
develop effective strategies for staying safe 
and making a positive contribution online.

This framework describes the knowledge, 
understanding and skills that children and 
young people should have the opportunity 
to develop at different ages and stages. 
It highlights what a child should know 
in terms of current online technology, its  
influence on behaviour and development, 
how to get support, and what skills they 
need to be able to navigate it safely.

Children and young people’s online activity 
and behaviour can be different both within 
and across an age range. This framework 
is intended to be used flexibly in order to 
support learning that is relevant to children 
and young peoples’ online behaviour and 
experiences and matched to their readiness 
for new learning. 

Since the publication of the first edition 
of the framework in 2018 the introduction 
of new statutory subjects in all English 
schools has elevated the status of much of 
the knowledge young people will require 
from September 2020. 

This edition expands learning outcomes 
related to understanding, respecting and 
protecting individual autonomy, the right to 
give or withhold consent and repositions 
some outcomes in response to new 
behaviours related to safeguarding.

Aims of the Framework

Education for a Connected World is a tool 
for anyone who works with children and 
young people. It enables the development 
of teaching and learning as well as 
guidance to support children and young 
people to live knowledgeably, responsibly 
and safely in a digital world. 

It focuses specifically on eight different 
aspects of online education:

1. Self-image and Identity 
2. Online relationships
3. Online reputation
4. Online bullying
5. Managing online information

6. Health, wellbeing and lifestyle
7. Privacy and security
8. Copyright and ownership

The framework aims to support and 
broaden the provision of online safety 
education, so that it is empowering, 
builds resilience and effects positive 
culture change. The objectives promote 
the development of safe and appropriate 
long term behaviours, and support 
educators in shaping the culture within 
their setting and beyond. 

The status of this framework 
for English schools
 
From September 2020 Relationships 
Education and Relationships and Sex 
education will be compulsory for all 
secondary aged pupils in England and 
Relationships Education for all primary 
aged pupils in England. Health Education 
will be compulsory for all pupils in state-
maintained schools. PSHE is already 
compulsory for Independent Schools1. 

Much of the specific knowledge young 
people will need to enable them to live 
safely and thrive online are identified 
throughout these new statutory subjects. 
It is important to ensure that factual 
knowledge is set within learning that 
provides a broader understanding of 
the digital world and the development 
of digital skills. 

In 2019 the Department for Education 
produced non-statutory guidance ‘Teaching 
online safety in schools – Guidance 
supporting schools to teach their pupils how 
to stay safe online, within new and existing 
subjects’2. This guidance makes extensive 
reference to this framework as a tool to 
support realising this outcome.

It is essential that education young people 
require to thrive in the digital environment is 
planned across the entire curriculum and as 
part of a whole school approach to digital 
learning and online safety. 

1 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/805781/Relationships_Education__Relationships_and_Sex_Education__RSE__and_Health_Education.pdf
2 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/811796/Teaching_online_safety_in_school.pdf
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Using Education for 
a Connected World

School leaders, teachers and other 
members of the children’s workforce can 
use this framework for a wide range of 
purposes, including:

– Developing a rich, effective and 
developmental curriculum, which will 
support young people to be safe, 
healthy and thriving online

– Auditing and evaluating existing 
provision of online safety education

– Coordinating delivery of online safety 
education throughout the curriculum

– Improving engagement across the 
wider school community on issues 
related to online safety

– Developing effective training for staff 
and governors / board members 

Online safety is a whole school issue. 
The framework aims to support the 
development of the curriculum and is 
of particular relevance to PSHE education, 
Relationships and Sex Education, Health 
Education and Computing. It is designed, 
however, to be usable across the curriculum 
and to be central to a whole school 
approach to safeguarding and online safety. 

About us

The framework has been developed 
by members of the UKCIS Education 
Working Group.

UKCIS is a group of more than 200 
organisations drawn from across 
government, industry, law, academia and 
charity sectors working in partnership to 
help keep children safe online. 

The UKCIS Education Working Group brings 
together leading organisations in online 
safety in education and the group focuses 
on how education settings in the UK are 
responding to the challenges of keeping 
their pupils safe online.

Feedback and development

Education for a Connected World is 
a working document and we would 
appreciate your feedback. You can 
report on your use of the framework and 
your online safety education needs by 
completing this survey.

Acknowledgements 

UKCIS would like to thank members of 
the Education Working Group who have 
contributed significant time and expertise 
to the development of Education for a 
Connected World.

Many thanks to Common Sense Education 
for agreeing to the use of topic headings 
in their Digital Citizenship Curriculum as 
a source for the structure of the current 
Framework.

https://www.surveymonkey.co.uk/r/6B2HZMD


4



5

Self-image and identity

Self-image and identity
This strand explores the differences between online 
and offline identity beginning with self-awareness, 
shaping online identities and media influence in 
propagating stereotypes. 

It identifies effective routes for reporting and support and 
explores the impact of online technologies on self-image 
and behaviour.



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can recognise, online or offline, that anyone 
can say ‘no’ / ‘please stop’ / ‘I’ll tell’ / ‘I’ll ask’ 
to somebody who makes them feel sad, 
uncomfortable, embarrassed or upset.

If something happens that makes me feel sad, 
worried, uncomfortable or frightened I can give 
examples of when and how to speak to an adult 
I can trust and how they can help.

I can give examples of issues online that might 
make someone feel sad, worried, uncomfortable or 
frightened; I can give examples of how they might 
get help.

I can recognise that there may be people online 
who could make someone feel sad, embarrassed 
or upset.

I can explain how other people may look and act 
differently online and offline.

6
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Self-image and identity

heather.jeavons
Sticky Note
A Friendly Strangerhttps://www.youtube.com/watch?v=SY7RhBszp0k

heather.jeavons
Sticky Note
Netsafe episode 3 - Tell an adulthttps://www.youtube.com/watch?v=MxJX-porZtA&t=22s

heather.jeavons
Sticky Note
Jessie and Friends- Episode 1https://www.youtube.com/watch?v=Yt0us2O3_Jk

heather.jeavons
Sticky Note
Not everyone is who they say they are.B4UClick.orghttps://www.youtube.com/watch?v=yFh-ZzzO3nU

heather.jeavons
Sticky Note
Play Like Share Episode 3https://www.youtube.com/watch?v=tQZGA6dsWpo

heather.jeavons
Sticky Note
Stranger Danger - Online identityhttps://www.youtube.com/watch?v=G6AZBPgVvFE

heather.jeavons
Sticky Note
BrainPop UK Internet Safetyhttps://www.youtube.com/watch?v=lGINGcaYZaA

jjoy
Sticky Note
Lee and Kin's Adventurehttp://locomotion.co.uk/portfolio/lee-kims-adventure-animal-magic-flash-animation-for-safer-internet-day/



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can explain what is meant by the 
term ‘identity’.

I can explain ways in which someone 
might change their identity depending 
on what they are doing online
(e.g. gaming; using an avatar; social 
media) and why.

I can describe positive ways for 
someone to interact with others 
online and understand how this 
will positively impact on how others 
perceive them.

I can explain that others online can 
pretend to be someone else, including 
my friends, and can suggest reasons 
why they might do this.

I can explain how identity online can 
be copied, modified or altered.

I can explain how people can 
represent themselves in different 
ways online.

I can demonstrate how to make 
responsible choices about having an 
online identity, depending on context.

I can identify and critically evaluate 
online content relating to gender, 
race, religion, disability, culture and 
other groups, and explain why it is 
important to challenge and reject 
inappropriate representations online.

I can describe issues online that 
could make anyone feel sad, worried, 
uncomfortable or frightened. I know 
and can give examples of how to get 
help, both on and offline.

I can explain the importance of asking 
until I get the help needed.

I can explain how my online identity 
can be different to my offline identity.
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Self-image and identity

heather.jeavons
Sticky Note
Digital footprinthttps://www.youtube.com/watch?v=DinW62zlWcc

heather.jeavons
Sticky Note
My Online identityhttps://www.youtube.com/watch?v=JAhknje99Jc

heather.jeavons
Sticky Note
What is Online identity?https://www.youtube.com/watch?v=V6k9m99LoD4

heather.jeavons
Sticky Note
Play Like Share Episode 2https://www.youtube.com/watch?v=NscU1ZHYPDk

heather.jeavons
Sticky Note
Online identityhttps://www.youtube.com/watch?v=V6k9m99LoD4

heather.jeavons
Sticky Note
Teacher resourceHow media affects gender role developmenthttps://www.youtube.com/watch?v=edrHsQzU-mc

heather.jeavons
Sticky Note
The effects of mass media on gender stereotypeshttps://www.youtube.com/watch?v=yV2OiyEkX70

heather.jeavons
Sticky Note
Media Literacyhttps://www.youtube.com/watch?v=oQMSKRrDjB4

heather.jeavons
Sticky Note
The Best and Worst of online commentshttps://www.bbc.com/ownit/its-personal/mean-comments-film

heather.jeavons
Sticky Note
Netsafe Episode 3 Tell an adulthttps://www.youtube.com/watch?v=MxJX-porZtA

jjoy
Sticky Note
Online identityhttps://www.youtube.com/watch?v=V6k9m99LoD4&t=16s

jjoy
Sticky Note
Newsround Caught in the webhttps://www.youtube.com/watch?v=cvq3MB3ibok

heather.jeavons
Sticky Note
Faux Paw Adventures in the Internethttps://www.youtube.com/watch?v=Xx7w75bIPzc
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Online relationships

Online relationships
This strand explores how technology shapes 
communication styles and identifies strategies for positive 
relationships in online communities. It offers opportunities 
to discuss relationships, respecting, giving and denying 
consent and behaviours that may lead to harm and how 
positive online interaction can empower and amplify voice.



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can recognise some ways in which the internet can 
be used to communicate.

I can give examples of how I (might) use technology 
to communicate with people I know.

I can give examples of when I should ask 
permission to do something online and explain why 
this is important.

I can use the internet with adult support to 
communicate with people I know (e.g. video call 
apps or services). 

I can explain why it is important to be considerate 
and kind to people online and to respect their 
choices.

I can explain why things one person finds funny or 
sad online may not always be seen in the same way 
by others.

I can give examples of how someone might use 
technology to communicate with others they don’t 
also know offline and explain why this might be 
risky. (e.g. email, online gaming, a pen-pal in 
another school / country).

I can explain who I should ask before sharing things 
about myself or others online.

I can describe different ways to ask for, give, or deny 
my permission online and can identify who can help 
me if I am not sure. 

I can explain why I have a right to say ‘no’ or ‘I will 
have to ask someone’. I can explain who can help 
me if I feel under pressure to agree to something I 
am unsure about or don’t want to do.

I can identify who can help me if something 
happens online without my consent.

I can explain how it may make others feel if I do not 
ask their permission or ignore their answers before 
sharing something about them online.

I can explain why I should always ask a trusted adult 
before clicking ‘yes’, ‘agree’ or ‘accept’ online.
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Online relationships

heather.jeavons
Sticky Note
Netsafe Episode 1 - What is the internethttps://www.youtube.com/watch?v=W7FOk1-Jzus&t=26s

heather.jeavons
Sticky Note
Netsafe Episode 4 - Be kind Onlinehttps://www.youtube.com/watch?v=0u6-2aCea-M

heather.jeavons
Sticky Note
Netsafe Episode 7 - Understanding Online Friends (Grades4-6)https://www.youtube.com/watch?v=rmagbhMC24U

heather.jeavons
Sticky Note
https://www.youtube.com/watch?v=rgbZAWnOWOoPause and Think OnlineNewer versionhttps://www.youtube.com/watch?v=X_duZ-1LApg

heather.jeavons
Sticky Note
Jessie and Friends- episode 2 ( sharing pictures)https://www.youtube.com/watch?v=87eWL0WAnyw

jjoy
Sticky Note
Teacher resourceshttps://www.youtube.com/watch?v=rY4Si9N0mz8

jjoy
Sticky Note
Online Safety Brainpop https://www.youtube.com/watch?v=9vnkNxVJOsI

jjoy
Sticky Note
NetSafe Episode 9: Posting Pictures Online (Grades 4-6)https://www.youtube.com/watch?v=5iAodD2heks

jjoy
Sticky Note
Responsible Use of Technology for Kids - First Mobile - Cyberbullying - Fake News - Online Privacyhttps://www.youtube.com/watch?v=JkkTN0pQ_Ug

jjoy
Sticky Note
Responsible Use of Technology for Kids - First Mobile - Cyberbullying - Fake News - Online Privacyhttps://www.youtube.com/watch?v=JkkTN0pQ_Ug

jjoy
Sticky Note
Digital Etiquette BrainPOP Jrhttps://www.youtube.com/watch?v=6LbIgyFIIBQ

jjoy
Sticky Note
Respect and Relationships Online in Gaming - Primaryhttps://www.youtube.com/watch?v=shKnvCm0_lQ



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can describe ways people who have 
similar likes and interests can get 
together online. 

I can explain what it means to ‘know 
someone’ online and why this might be 
different from knowing someone offline.

I can explain what is meant by ‘trusting 
someone online’, why this is different 
from ‘liking someone online’, and why it 
is important to be careful about who to 
trust online including what information 
and content they are trusted with.

I can explain why someone may 
change their mind about trusting 
anyone with something if they feel 
nervous, uncomfortable or worried.

I can explain how someone’s feelings 
can be hurt by what is said or written 
online.

I can explain the importance of giving 
and gaining permission before sharing 
things online; how the principles of 
sharing online is the same as sharing 
offline e.g. sharing images and videos.

I can give examples of how to be 
respectful to others online and describe 
how to recognise healthy and unhealthy 
online behaviours.

I can explain how content shared online 
may feel unimportant to one person 
but may be important to other people’s 
thoughts feelings and beliefs.

I can give examples of technology-
specific forms of communication 
(e.g. emojis, memes and GIFs).

I can explain that there are some 
people I communicate with online who 
may want to do me or my friends harm. 
I can recognise that this is not my / 
our fault.

I can describe some of the ways 
people may be involved in online 
communities and describe how they 
might collaborate constructively with 
others and make positive contributions. 
(e.g. gaming communities or social 
media groups).

I can explain how someone can get 
help if they are having problems and 
identify when to tell a trusted adult.

I can demonstrate how to support 
others (including those who are having 
difficulties) online.

I can explain how sharing something 
online may have an impact either 
positively or negatively.

I can describe how to be kind and show 
respect for others online including the 
importance of respecting boundaries 
regarding what is shared about them 
online and how to support them if 
others do not. 

I can describe how things 
shared privately online can have 
unintended consequences for others. 
e.g. screen-grabs.

I can explain that taking or sharing 
inappropriate images of someone (e.g. 
embarrassing images), even if they say 
it is okay, may have an impact for the 
sharer and others; and who can help if 
someone is worried about this.

I can describe strategies for 
safe and fun experiences in a 
range of online social environments 
(e.g. livestreaming, gaming platforms).

12

7 - 11

Online relationships

heather.jeavons
Sticky Note
Play Like Share Episode 1https://www.youtube.com/watch?v=WpngtGyc_ec

heather.jeavons
Sticky Note
Connecting with friendshttps://www.netsmartzkids.org/videos/

heather.jeavons
Sticky Note
Play Like Share Episode 2https://www.youtube.com/watch?v=NscU1ZHYPDk

heather.jeavons
Sticky Note
Play Like Share- episode 3https://www.youtube.com/watch?v=tQZGA6dsWpo

heather.jeavons
Sticky Note
Netsafe Episode 7 Understanding Online Friendshttps://www.youtube.com/watch?v=rmagbhMC24U

heather.jeavons
Sticky Note
Netsafe Episode 8 Talk to an adult yiou trusthttps://www.youtube.com/watch?v=PPmDeRLy1pc

heather.jeavons
Sticky Note
Dealing with Digital Dramahttps://www.youtube.com/watch?v=RydKEaiKolc

heather.jeavons
Sticky Note
Play like Share:https://www.youtube.com/watch?v=WpngtGyc_ec

heather.jeavons
Sticky Note
Being different makes us greathttps://www.youtube.com/watch?v=x7QJgJWqWC0

heather.jeavons
Sticky Note
Virtual Communitieshttps://www.youtube.com/watch?v=PvZB2iz0JGo

heather.jeavons
Sticky Note
Communitieshttps://www.youtube.com/watch?v=lGC0zxgRNJQ

heather.jeavons
Sticky Note
An emoji quiz to prompt discussion.https://www.youtube.com/watch?v=36XQniCPn-k

heather.jeavons
Sticky Note
Why you shouldn't stay silent.https://www.youtube.com/watch?v=ERAbfm3YEQ8

heather.jeavons
Sticky Note
Posting Pictures Onlinehttps://www.youtube.com/watch?v=5iAodD2heks&t=14s

heather.jeavons
Sticky Note
Manage your Online Reputationhttps://www.youtube.com/watch?v=w7qEbPVw3hA&t=47s

jjoy
Sticky Note
Know your friends with Josh and Suehttps://www.youtube.com/watch?v=TriCpe3J5Sshttps://www.youtube.com/watch?v=M2MSNhCwx2M

jjoy
Sticky Note
Online Safety Brainpophttps://www.youtube.com/watch?v=9vnkNxVJOsI

jjoy
Sticky Note
NetSafe Episode 9: Posting Pictures Online (Grades 4-6)https://www.youtube.com/watch?v=5iAodD2heks

jjoy
Sticky Note
NetSafe Episode 9: Posting Pictures Online (Grades 4-6)https://www.youtube.com/watch?v=5iAodD2heks

jjoy
Sticky Note
Responsible Use of Technology for Kids - First Mobile - Cyberbullying - Fake News - Online Privacyhttps://www.youtube.com/watch?v=JkkTN0pQ_Ug

jjoy
Sticky Note
Responsible Use of Technology for Kids - First Mobile - Cyberbullying - Fake News - Online Privacyhttps://www.youtube.com/watch?v=JkkTN0pQ_Ug

jjoy
Sticky Note
BrainPOP Jr Internet safetyhttps://www.youtube.com/watch?v=4ip7BBosusE

jjoy
Sticky Note
Respect and Relationships Online in Gaming - Primaryhttps://www.youtube.com/watch?v=shKnvCm0_lQ

heather.jeavons
Sticky Note
https://www.youtube.com/watch?v=JkkTN0pQ_UgMobile phones- Words have consequences
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Online reputation

Online reputation
This strand explores the concept of reputation and how 
others may use online information to make judgements. 
It offers opportunities to develop strategies to manage 
personal digital content effectively and capitalise on 
technology’s capacity to create effective positive profiles.



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can identify ways that I can put information on 
the internet. 

I can describe what information I should not put 
online without asking a trusted adult first.

I can recognise that information can stay online and 
could be copied. 

I can explain how information put online about 
someone can last for a long time.

I can describe how anyone’s online information 
could be seen by others.

I know who to talk to if something has been put 
online without consent or if it is incorrect.

16

4 - 7

Online reputation

heather.jeavons
Sticky Note
Super digital citizenhttps://www.youtube.com/watch?v=S7A2n1c3UiA

heather.jeavons
Sticky Note
My Online Neighbourhoodhttps://www.youtube.com/watch?v=vNpkUyEOa_8

heather.jeavons
Sticky Note
Keeping your personal information safe Episode 4 - the info gang - Hectorhttps://www.youtube.com/watch?v=TgaQVlOGkMA

heather.jeavons
Sticky Note
Search it UpI Don't Want Everyone to see my bumhttps://www.youtube.com/watch?v=NntsCHmy1mM

heather.jeavons
Sticky Note
Keeping your personal information safe Episode 1 Details, details - Hectorhttps://www.youtube.com/watch?v=snbQ3GTXogo

heather.jeavons
Sticky Note
Keeping your personal information safe - Episode 3 - It's a serious game - Hectorhttps://www.youtube.com/watch?v=Sk6ac-s5pL0

heather.jeavons
Sticky Note
Follow the Digital Trailhttps://www.youtube.com/watch?v=7bRZdUtmH8k&list=PL8TjVyuBdsCnKi3PqBVSV5fEmmMnJ8Avt&index=2

heather.jeavons
Sticky Note
Keeping your personal information safe Episode 5 - Heroes Hector's Worldhttps://www.youtube.com/watch?v=kPTpqWxzhmY

jjoy
Sticky Note
Super digital citizen - Newer versionhttps://www.youtube.com/watch?v=LIuQyI2URwY



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can explain how to search for 
information about others online.

I can give examples of what anyone 
may or may not be willing to share 
about themselves online. I can explain 
the need to be careful before sharing 
anything personal.

I can explain who someone can 
ask if they are unsure about putting 
something online.

I can search for information about an 
individual online and summarise the 
information found.

I can describe ways that information 
about anyone online can be used 
by others to make judgments about 
an individual and why these may 
be incorrect.

I can explain the ways in which 
anyone can develop a positive 
online reputation. 

I can explain strategies anyone 
can use to protect their ‘digital 
personality’ and online reputation, 
including degrees of anonymity.

I can describe how to find out 
information about others by 
searching online.

I can explain ways that some of the 
information about anyone online 
could have been created, copied or 
shared by others.
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Online reputation

heather.jeavons
Sticky Note
Safe web surfinghttps://www.youtube.com/watch?v=yrln8nyVBLU

heather.jeavons
Sticky Note
Faux Paw’s Adventures in the Internethttps://www.youtube.com/watch?v=89eCHtFs0XM

heather.jeavons
Sticky Note
Search it up - My pop star disasterhttps://www.youtube.com/watch?v=7pLLhXUIe-s

heather.jeavons
Sticky Note
Cybersmart Foreverhttps://www.youtube.com/watch?v=XMa1XKGRae8

heather.jeavons
Sticky Note
Jessie and Friends-episode 2Sharing pictureshttps://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/

heather.jeavons
Sticky Note
Search it Up- My Popstar Disasterhttps://www.youtube.com/watch?v=7pLLhXUIe-s

heather.jeavons
Sticky Note
What's in your digital footprinthttps://www.youtube.com/watch?v=4P_gj3oRn8s

heather.jeavons
Sticky Note
Cybersmart detectiveshttps://www.youtube.com/watch?v=eJURhw3mswg

heather.jeavons
Sticky Note
NetSafe Episode 9 - Posting Pictures onlinehttps://www.youtube.com/watch?v=5iAodD2heks

heather.jeavons
Sticky Note
Horrible History- Saxon Monkhttps://www.youtube.com/watch?v=zrFpHAGCkm0

heather.jeavons
Sticky Note
Managing online reputationGooglehttps://www.youtube.com/watch?v=w7qEbPVw3hA

heather.jeavons
Sticky Note
Search it Up- What does your Selfie Sayhttps://www.youtube.com/watch?v=5qOcCUlEkRk

heather.jeavons
Sticky Note
Manage your reputationhttps://www.youtube.com/watch?v=w7qEbPVw3hA

heather.jeavons
Sticky Note
Presenting yourself onlinehttps://www.youtube.com/watch?v=DKj9bdGSVww

jjoy
Sticky Note
internet search brainpophttps://www.youtube.com/watch?v=IYkuyUoDS7s
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Online bullying

Online bullying
This strand explores bullying and other online aggression 
and how technology impacts those issues. It offers 
strategies for effective reporting and intervention and 
considers how bullying and other aggressive behaviour 
relates to legislation.



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can describe ways that some people can be 
unkind online.

I can offer examples of how this can make 
others feel.

I can describe how to behave online in ways that do 
not upset others and can give examples.

I can explain what bullying is, how people may bully 
others and how bullying can make someone feel.

I can explain why anyone who experiences bullying 
is not to blame.

I can talk about how anyone experiencing bullying 
can get help. 

21
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Online bullying

heather.jeavons
Sticky Note
Search it up - Jackattack and Robotronhttps://www.youtube.com/watch?v=ICnqQaCUMKM

heather.jeavons
Sticky Note
Hectors World-Cyberbullyinghttps://www.youtube.com/watch?v=lYytzjmeyQU

heather.jeavons
Sticky Note
Make Cyberspace a better placehttps://www.youtube.com/watch?v=UzwFqHDn4Aw

heather.jeavons
Sticky Note
Play like share - episode 2https://www.youtube.com/watch?v=NscU1ZHYPDk

heather.jeavons
Sticky Note
Cybersmart Herohttps://www.youtube.com/watch?v=4-OpBC_zZLk

heather.jeavons
Sticky Note
Episode 3-Rocket Bikehttps://www.netsmartzkids.org/videos/

jjoy
Sticky Note
https://www.youtube.com/watch?v=NscU1ZHYPDk



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can describe appropriate ways to 
behave towards other people online 
and why this is important. 

I can give examples of how bullying 
behaviour could appear online and 
how someone can get support.

I can recognise online bullying can 
be different to bullying in the physical 
world and can describe some of 
those differences.

I can describe how what one person 
perceives as playful joking and 
teasing (including ‘banter’) might be 
experienced by others as bullying.

I can explain how anyone can get help 
if they are being bullied online and 
identify when to tell a trusted adult.

I can identify a range of ways to 
report concerns and access support 
both in school and at home about 
online bullying.

I can explain how to block 
abusive users.

I can describe the helpline services 
which can help people experiencing 
bullying, and how to access them 
(e.g. Childline or The Mix).

I can describe how to capture bullying 
content as evidence (e.g screen-grab, 
URL, profile) to share with others who 
can help me.

I can explain how someone 
would report online bullying in 
different contexts.

I can recognise when someone is 
upset, hurt or angry online.

I can explain why people need to 
think carefully about how content they 
post might affect others, their feelings 
and how it may affect how others feel 
about them (their reputation).

I can describe ways people can be 
bullied through a range of media 
(e.g. image, video, text, chat).
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heather.jeavons
Sticky Note
Talent showhttps://www.youtube.com/watch?v=bdQBurXQOeQ

heather.jeavons
Sticky Note
The Photohttps://vimeo.com/110882846

heather.jeavons
Sticky Note
Exclusion:https://www.webwise.ie/teachers/myselfielesson2/

heather.jeavons
Sticky Note
Band Runnerhttps://www.thinkuknow.co.uk/8_10/cybercafe/Cyber-Cafe-Base/

heather.jeavons
Sticky Note
Pause and Think Online https://www.youtube.com/watch?v=rgbZAWnOWOo

heather.jeavons
Sticky Note
How Bullying Feels and How Best to Respondhttps://www.webwise.ie/teachers/myselfielesson3/

heather.jeavons
Sticky Note
Cybersmart detectiveshttps://www.youtube.com/watch?v=eJURhw3mswg&t=93s

heather.jeavons
Sticky Note
Teacher focused online safety settingshttps://www.kidscape.org.uk/advice/advice-for-young-people/dealing-with-cyber-bullying/cyber-safe-settings/

heather.jeavons
Sticky Note
 Source of reporting optionshttps://www.internetmatters.org/report-issue/

heather.jeavons
Sticky Note
CEOPhttps://www.ceop.police.uk/Safety-Centre/

heather.jeavons
Sticky Note
Stay Safe on line- Lucy's storyhttps://www.youtube.com/watch?v=vuGPWRK0T9w

heather.jeavons
Sticky Note
https://www.kidscape.org.uk/media/1039/dontsaydontsend.pdf

jjoy
Sticky Note
Faux Paw Meets the First Ladyhttps://www.youtube.com/watch?v=rC7yLAOrIc4

jjoy
Sticky Note
NSPCC StopSpeakSupport school packhttps://learning.nspcc.org.uk/research-resources/schools/stop-speak-support-school-pack#:~:text=Stop%2C%20speak%2C%20support%20was%20developed%20as%20part%20of,what%20to%20do%20if%20they%20see%20bullying%20online.

jjoy
Sticky Note
Types of bullyinghttps://www.childline.org.uk/info-advice/bullying-abuse-safety/types-bullying/

jjoy
Sticky Note
Responsible Use of Technology for Kids - First Mobile - Cyberbullying - Fake News - Online Privacyhttps://www.youtube.com/watch?v=JkkTN0pQ_Ug

jjoy
Sticky Note
Cyberbullying Brain Pophttps://www.youtube.com/watch?v=AH_mvyblpRs

jjoy
Sticky Note
Cyberbullying Brain Pophttps://www.youtube.com/watch?v=AH_mvyblpRs

jjoy
Sticky Note
Am I a Bully?https://www.youtube.com/watch?v=LNlossp26ZA

jjoy
Sticky Note
Power of wordshttps://www.youtube.com/watch?v=kRHjmYO-c6wPower of Words -- OLD VERSIONhttps://www.youtube.com/watch?v=8rOnMl26dR8

jjoy
Sticky Note
Digital Etiquettehttps://www.youtube.com/watch?v=gjHtgioa-1E

jjoy
Sticky Note
Digital Etiquettehttps://www.youtube.com/watch?v=gjHtgioa-1E
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Managing online information
This strand explores how online information is found, 
viewed and interpreted. It offers strategies for effective 
searching, critical evaluation of data, the recognition 
of risks and the management of online threats and 
challenges. It explores how online threats can pose risks 
to our physical safety as well as online safety. It also covers 
learning relevant to ethical publishing.



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can talk about how to use the internet as a way of 
finding information online.

I can identify devices I could use to access 
information on the internet.

I can give simple examples of how to find 
information using digital technologies, 
e.g. search engines, voice activated searching).

I know / understand that we can encounter a range 
of things online including things we like and don’t 
like as well as things which are real or make believe 
/ a joke. 

I know how to get help from a trusted adult if we 
see content that makes us feel sad, uncomfortable 
worried or frightened. 

I can use simple keywords in search engines.

I can demonstrate how to navigate a simple 
webpage to get to information I need (e.g. home, 
forward, back buttons; links, tabs and sections).

I can explain what voice activated searching is 
and how it might be used, and know it is not a real 
person (e.g. Alexa, Google Now, Siri).

I can explain the difference between things that are 
imaginary, ‘made up’ or ‘make believe’ and things 
that are ‘true’ or ‘real’.

I can explain why some information I find online may 
not be real or true.
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jjoy
Sticky Note
How can you use the internethttps://www.bbc.co.uk/bitesize/topics/zymykqt/articles/zgqfyrd

jjoy
Sticky Note
But what even is the internethttps://www.youtube.com/watch?v=xxEJ2k0HuJg

jjoy
Sticky Note
How do you search it up?https://www.youtube.com/watch?v=z4GLHtrLhEg

jjoy
Sticky Note
Help I'm lost onlinehttps://www.youtube.com/watch?v=mjA6kA_Acik

Heather
Sticky Note
Horrible History:Surfing the web safelyhttps://www.youtube.com/watch?v=gMZuObBv8uM

Heather
Sticky Note
https://www.youtube.com/watch?v=dmoR5C2hgekT-Rex v Pirate

Heather
Sticky Note
Chapter 2- adventures of Kara and Winstonhttp://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter2

heather.jeavons
Sticky Note
Episode 4- Fact or Fake?https://www.netsmartzkids.org/videos/

jjoy
Sticky Note
https://www.youtube.com/watch?v=qa8zTufDzioNavigate the internet

Heather
Sticky Note
Spoof web sitehttp://www.bigredhair.com/books/boilerplate/about/

jjoy
Sticky Note
https://www.youtube.com/watch?v=l9w3svOPHwYAmazon Echo now has a kid mode (CNET News) - Teacher resource 



It is important that learning outcomes 
are interpreted within contexts that are 
relevant to the learner’s experience and 
are achieved through learning that is 
matched to the readiness of the learner.

I can demonstrate how to use key 
phrases in search engines to gather 
accurate information online.

I can explain how search engines work 
and how results are selected and ranked.

I can explain how to use search 
technologies effectively.

I can describe how some online 
information can be opinion and can offer 
examples.

I can explain how and why some people 
may present ‘opinions’ as ‘facts’; 
why the popularity of an opinion or the 
personalities of those promoting it does 
not necessarily make it true, fair or 
perhaps even legal.

I can define the terms ‘influence’, 
‘manipulation’ and ‘persuasion’ and 
explain how someone might encounter 
these online (e.g. advertising and ‘ad 
targeting’ and targeting for fake news).

I understand the concept of persuasive 
design and how it can be used to 
influences peoples’ choices.

I can explain the benefits and limitations 
of using different types of search 
technologies e.g. voice-activation 
search engine. I can explain how some 
technology can limit the information I 
aim presented with e.g. voice-activated 
searching giving one result.

I can explain what is meant by ‘being 
sceptical’; I can give examples of when 
and why it is important to be ‘sceptical’.

I can evaluate digital content and can 
explain how to make choices about what 
is trustworthy e.g. differentiating between 
adverts and search results.

I can explain key concepts including: 
information, reviews, fact, opinion, belief, 
validity, reliability and evidence.

I can identify ways the internet can draw 
us to information for different agendas, 
e.g. website notifications, pop-ups, 
targeted ads.

I can explain what autocomplete is and 
how to choose the best suggestion.

I can explain how the internet can be 
used to sell and buy things.

I can explain the difference between a 
‘belief’, an ‘opinion’ and a ‘fact. and can 
give examples of how and where they 
might be shared online, e.g. in videos, 
memes, posts, news stories etc.

I can explain that not all opinions shared 
may be accepted as true or fair by others 
(e.g. monsters under the bed).

I can describe and demonstrate how 
we can get help from a trusted adult if 
we see content that makes us feel sad, 
uncomfortable worried or frightened. 

I can analyse information to make a 
judgement about probable accuracy and I 
understand why it is important to make my 
own decisions regarding content and that 
my decisions are respected by others.

I can describe how to search for 
information within a wide group of 
technologies and make a judgement 
about the probable accuracy (e.g. social 
media, image sites, video sites).

I can describe some of the methods used 
to encourage people to buy things online 
(e.g. advertising offers; in-app purchases, 
pop-ups) and can recognise some of 
these when they appear online.

I can explain why lots of people sharing 
the same opinions or beliefs online do not 
make those opinions or beliefs true.

I can explain that technology can be 
designed to act like or impersonate living 
things (e.g. bots) and describe what the 
benefits and the risks might be. 

I can explain what is meant by fake news 
e.g. why some people will create stories or 
alter photographs and put them online to 
pretend something is true when it isn’t.
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Heather
Sticky Note
Using a search enginehttp://www.bbc.co.uk/guides/zt9thyc#zyqyvcw

Juliet
Sticky Note
https://www.youtube.com/watch?v=OkvIUJ9FAJsSearch it up - I didn't know it was real money

Heather
Sticky Note
Fact v Opinionhttps://www.youtube.com/watch?v=1Ngkj2Lx-Ks

jjoy
Sticky Note
Help I'm lost onlinehttps://www.youtube.com/watch?v=mjA6kA_Acik

Juliet
Sticky Note
https://www.youtube.com/watch?v=dmoR5C2hgekSearch it up - Trex v Pirate

Heather
Sticky Note
https://www.youtube.com/watch?v=oQMSKRrDjB4Media Literacy

Juliet
Sticky Note
https://www.youtube.com/watch?v=z4GLHtrLhEgSearch it up - How do you search it up?

Heather
Sticky Note
How Search engines Workhttp://www.bbc.co.uk/guides/ztbjq6f

Juliet
Sticky Note
https://www.youtube.com/watch?v=z4GLHtrLhEgSearch it up - How do you search it up?

Heather
Sticky Note
Cyber Security- very useful- but produced by a specific companyhttps://www.youtube.com/watch?v=eN4Lc-MtUp0

Heather
Sticky Note
Fake Newshttp://www.bbc.co.uk/newsround/39032291

Heather
Sticky Note
https://www.youtube.com/watch?v=cbtf1oyNg-8Google analytics in real life-site search v advanced search

Heather
Sticky Note
Horrible Histories - WW1 England vs Germany football matchhttps://www.youtube.com/watch?v=EpZb8TtI0GY

Heather
Sticky Note
Spoof web site with facts and fictionhttps://www.allaboutexplorers.com/

Heather
Sticky Note
http://www.bbc.co.uk/newsround/38906931Fake news

Heather
Sticky Note
https://www.youtube.com/watch?v=22ZaKbxmEMAMeet the Robot Telemarketer Who Denies She's A Robot - Part 1

jjoy
Sticky Note
https://blog.google/products/search/how-google-autocomplete-works-search/Teacher resources - Google Autocomplete

jjoy
Sticky Note
https://www.youtube.com/watch?v=FIyt5pEcE_gFact or opinion for kids

jjoy
Sticky Note
https://www.youtube.com/watch?v=Z1y-VcZ3JB8Teacher resourceThe Process of Persuasive Design in Six Steps with Dr. Eric Schaffer

jjoy
Sticky Note
https://www.youtube.com/watch?v=JQyJ-cI6S3AHow do Targeted Ads work

jjoy
Sticky Note
https://www.youtube.com/watch?v=LTJygQwYV84Online Research: Tips for Effective Search Strategies

heather.jeavons
Sticky Note
Fake or Real Newshttps://www.youtube.com/watch?v=D0Cd9-eJ-No



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can demonstrate how to analyse 
and evaluate the validity of ‘facts’ and 
information and I can explain why using 
these strategies are important.

I can explain how companies and news 
providers target people with online news 
stories they are more likely to engage 
with and how to recognise this.

I can describe the difference between on-
line misinformation and dis-information.

I can explain why information that is 
on a large number of sites may still be 
inaccurate or untrue. I can assess how 
this might happen (e.g. the sharing of 
misinformation or disinformation).

I can identify, flag and report 
inappropriate content.

I can describe ways of identifying when 
online content has been commercially 
sponsored or boosted, (e.g. by 
commercial companies or by vloggers, 
content creators, influencers).

I can explain what is meant by the 
term ‘stereotype’, how ‘stereotypes’ are 
amplified and reinforced online, and why 
accepting ‘stereotypes’ may influence 
how people think about others. 

I can describe how fake news may affect 
someone’s emotions and behaviour, 
and explain why this may be harmful.

I can explain what is meant by a ‘hoax’. 
I can explain why someone would need 
to think carefully before they share. 
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Health, well-being and lifestyle
This strand explores the impact that technology has on 
health, well-being and lifestyle e.g. mood, sleep, body 
health and relationships. It also includes understanding 
negative behaviours and issues amplified and sustained 
by online technologies and the strategies for dealing 
with them.



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can identify rules that help keep us safe 
and healthy in and beyond the home when 
using technology.

I can give some simple examples of these rules.
I can say how those rules / guides can help anyone 
accessing online technologies.

I can explain rules to keep myself safe when using 
technology both in and beyond the home.

I can explain simple guidance for using technology 
in different environments and settings e.g. accessing 
online technologies in public places and the 
home environment.
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Heather
Sticky Note
You' re not alone-Hector's Worldhttps://www.youtube.com/watch?v=lYytzjmeyQU&t=15s

Juliet
Sticky Note
https://www.youtube.com/watch?v=cE4xPzR11uUSearch it up - You're not laughing cat

heather.jeavons
Sticky Note
https://www.youtube.com/watch?v=ikzY4NQeR1U&list=PL8TjVyuBdsCnKi3PqBVSV5fEmmMnJ8AvtMedia Balance is Important

heather.jeavons
Sticky Note
Jessie and Friends-Episode 1https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/

Heather
Sticky Note
Dongle's Saty Safe Quizhttps://www.youtube.com/watch?v=UqPzKQo7XkE&t=300s

Heather
Sticky Note
https://www.netsmartzkids.org/videos/It's ok to tell

Juliet
Sticky Note
https://www.youtube.com/watch?v=qT3lMZKJ-QMSearch it up - Jack and the virus

Heather
Sticky Note
https://www.youtube.com/watch?v=JictkZ4nN8ESearch it up - Turn it off - Let's play

Juliet
Sticky Note
https://www.youtube.com/watch?v=qT3lMZKJ-QMSearch it up - Jack and the virus

Juliet
Sticky Note
https://www.youtube.com/watch?v=zMB9OSpZgjASearch it up - I've won, I've won



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can explain why spending too much 
time using technology can sometimes 
have a negative impact on anyone, 
e.g. mood, sleep, body, relationships; 
I can give some examples of both 
positive and negative activities 
where it is easy to spend a lot of time 
engaged (e.g. doing homework, 
games, films, videos).

I can explain why some online 
activities have age restrictions, 
why it is important to follow them 
and know who I can talk to if 
others pressure me to watch or do 
something online that makes me feel 
uncomfortable (e.g. age restricted 
gaming or web sites).

I can describe ways technology can 
affect health and well-being both 
positively (e.g. mindfulness apps) 
and negatively.

I can describe some strategies, tips or 
advice to promote health and well-
being with regards to technology.

I recognise the benefits and risks of 
accessing information about health 
and well-being online and how we 
should balance this with talking to 
trusted adults and professionals.

I can explain how and why some 
apps and games may request or take 
payment for additional content (e.g. 
in-app purchases, lootboxes) and 
explain the importance of seeking 
permission from a trusted adult before 
purchasing.

I can describe common systems 
that regulate age-related content 
(e.g. PEGI, BBFC, parental warnings) 
and describe their purpose.

I recognise and can discuss the 
pressures that technology can place 
on someone and how / when they 
could manage this.

I can recognise features of persuasive 
design and how they are used to 
keep users engaged (current and 
future use). 

I can assess and action different 
strategies to limit the impact of 
technology on health (e.g. night-shift 
mode, regular breaks, correct posture, 
sleep, diet and exercise).

I can explain how using technology 
can be a distraction from other things, 
in both a positive and negative way.

I can identify times or situations 
when someone may need to limit the 
amount of time they use technology 
e.g. I can suggest strategies to help 
with limiting this time. 
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Juliet
Sticky Note
https://www.youtube.com/watch?v=_tf2r0WTFKoSearch it up - Hey time's up gran

Heather
Sticky Note
Faux Paw Goes to the Games: Balancing Real Life with Screen Timehttps://www.youtube.com/watch?v=LzlnCf-bhXQ

Juliet
Sticky Note
https://www.youtube.com/watch?v=_tf2r0WTFKoSearch it up - Hey time's up gran

Juliet
Sticky Note
https://www.youtube.com/watch?v=JictkZ4nN8ESearch it up - Let's play

Heather
Sticky Note
Caught in the webhttps://www.youtube.com/watch?v=cvq3MB3ibok&t=549s

Heather
Sticky Note
PEGi ratingshttps://www.youtube.com/watch?v=1-zLrjDpH34The PEGi age rating processhttps://www.youtube.com/watch?v=W_Uvf8sq7PU

Heather
Sticky Note
Use images from the internet to prompt discussion around the negative affectshttps://www.youtube.com/watch?v=3KBZvOz4gfg

Juliet
Sticky Note
https://www.youtube.com/watch?v=3ybwes6SMmQSearch it up - Grown ups don't know it all

Juliet
Sticky Note
https://www.youtube.com/watch?v=W6CBb3yX9ZsHow is your mobile phone changing you?

jjoy
Sticky Note
https://www.youtube.com/watch?v=Z1y-VcZ3JB8Teacher resourceThe Process of Persuasive Design in Six Steps with Dr. Eric Schaffer

jjoy
Sticky Note
https://www.youtube.com/watch?v=VIxQRJo5Eu8Play Smart, Check The PEGI Rating! - Online

jjoy
Sticky Note
https://www.youtube.com/watch?v=BwpgogeaFvoThe PEGI ratings

jjoy
Sticky Note
https://www.youtube.com/watch?v=rt5LY5TeTVQDigital wellbeing experimentsPost boxhttps://www.youtube.com/watch?v=Lcjl3exInWkwe fliphttps://www.youtube.com/watch?v=ZIbOr_dGeqIMorphhttps://www.youtube.com/watch?v=Ono3SKps3BsDesert islandhttps://www.youtube.com/watch?v=hgKRL4-ADO0

jjoy
Sticky Note
https://www.youtube.com/watch?v=oAtpsQj48ysTeacher resource3 types of in-app purchases
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Privacy and security
This strand explores how personal online information 
can be used, stored, processed and shared. It offers 
both behavioural and technical strategies to limit impact 
on privacy and protect data and systems against 
compromise.



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can identify some simple examples of my 
personal information (e.g. name, address, birthday, 
age, location).

I can describe who would be trustworthy to 
share this information with; I can explain why 
they are trusted.

I can recognise more detailed examples of 
information that is personal to someone (e.g where 
someone lives and goes to school, family names).

I can explain why it is important to always ask 
a trusted adult before sharing any personal 
information online, belonging to myself or others.

I can explain and give examples of what is meant 
by ‘private’ and ‘keeping things private’.

I can explain how some people may have devices 
in their homes connected to the internet and give 
examples (e.g. lights, fridges, toys, televisions).

I can explain that passwords are used to protect 
information, accounts and devices.

I can explain how passwords can be used to protect 
information, accounts and devices.

I can describe and explain some rules for keeping 
personal information private (e.g. creating and 
protecting passwords).
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Heather
Sticky Note
Hector's World- Episode OneDetails, Detailshttps://www.youtube.com/watch?v=snbQ3GTXogo

Juliet
Sticky Note
https://www.youtube.com/watch?v=cE4xPzR11uUSearch it up - You're not laughing cat

Heather
Sticky Note
How to take care of personal information ( teacher lead activity)http://www.bbc.co.uk/guides/zwbq7ty

Heather
Sticky Note
Hector's World- Episode FiveHeros- Keeping your personal information safehttps://www.youtube.com/watch?v=fQPZh_J3C-A&t=27s

heather.jeavons
Sticky Note
Episode One- Introduction to new Netsmart KidzEnter Badromedahttps://www.youtube.com/watch?v=BGzhS4LHwAI

Heather
Sticky Note
Chapter 3- Kara and WinstonWhat should you keep safe?https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter3

Heather
Sticky Note
https://www.youtube.com/watch?v=X9Htg8V3eik5 Internet safety tips for kids

Heather
Sticky Note
https://www.youtube.com/watch?v=1TGZNA1eTOUPassword protection - Media Pro Security Awareness Animation

Heather
Sticky Note
https://www.youtube.com/watch?v=GIfWNtMfYvkTeacher resource:Internet of Things (IoT) explained

Heather
Sticky Note
Little Red Riding Hoodhttps://www.youtube.com/watch?v=KGr_KFiCX4s

Heather
Sticky Note
Guy Fawkes- Privacy settingshttps://www.youtube.com/watch?v=-f2QzoNb_C8

Heather
Sticky Note
https://www.youtube.com/watch?v=jus5-mTYGrUSharing information Online

Juliet
Sticky Note
https://www.youtube.com/watch?v=Ne80g_Ws-HsSearch it up - I've forgotten my password - Again!

Heather
Sticky Note
https://www.youtube.com/watch?v=VMqSfLVYM3sComputer security Oops - Hector's World

Heather
Sticky Note
https://www.youtube.com/watch?v=4-OpBC_zZLkCybersmart Hero 



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can describe simple strategies for 
creating and keeping passwords 
private.

I can give reasons why someone 
should only share information with 
people they choose to and can trust. 
I can explain that if they are not sure 
or feel pressured then they should tell 
a trusted adult.

I can describe how connected devices 
can collect and share anyone’s 
information with others.

I can explain what a strong password 
is and demonstrate how to create one.

I can explain how many free apps 
or services may read and share 
private information (e.g. friends, 
contacts, likes, images, videos, voice, 
messages, geolocation) with others.

I can explain what app permissions 
are and can give some examples.

I can describe effective ways people 
can manage passwords (e.g. storing 
them securely or saving them in the 
browser).

I can explain what to do if a password 
is shared, lost or stolen.

I can describe how and why people 
should keep their software and apps 
up to date, e.g. auto updates. 

I can describe simple ways to increase 
privacy on apps and services that 
provide privacy settings. 

I can describe ways in which some 
online content targets people to gain 
money or information illegally; I can 
describe strategies to help me identify 
such content (e.g. scams, phishing).

I know that online services have terms 
and conditions that govern their use.

I can describe strategies for keeping 
personal information private, 
depending on context.

I can explain that internet use is 
never fully private and is monitored, 
e.g. adult supervision.

I can describe how some online 
services may seek consent to store 
information about me; I know how to 
respond appropriately and who I can 
ask if I am not sure.

I know what the digital age of 
consent is and the impact this has on 
online services asking for consent.
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Heather
Sticky Note
 My Personal Data/Staying Private On Social Mediahttps://ico.org.uk/for-organisations/posters-stickers-and-e-learning/school-resources/#england 

Heather
Sticky Note
https://www.youtube.com/watch?v=4-OpBC_zZLkCybersmart HeroShared passwords consequences

Heather
Sticky Note
https://www.youtube.com/watch?v=9LxdtaSvQ3IStrong passwordshttps://www.youtube.com/watch?v=89eCHtFs0XMInternet Safety - use only own password

Juliet
Sticky Note
https://www.youtube.com/watch?v=xxEJ2k0HuJgSearch it up = What even is the internet

Heather
Sticky Note
https://www.youtube.com/watch?v=XUAXS3P9sDEKeeping my personal information safe Episode 2 - Welcome to the Carnival - Hector's World

Heather
Sticky Note
https://www.youtube.com/watch?v=DfnwnICcBEYTeacher resourceWhat is IoT?A school day with IoThttps://www.youtube.com/watch?v=wrGPPT-gxjw

Heather
Sticky Note
https://www.youtube.com/watch?v=NjYTzvAVozoLife simplified with connected devices

Heather
Sticky Note
https://www.youtube.com/watch?v=EKRVILAohckThe Internet of Things

Heather
Sticky Note
STEM site- need to registerhttps://www.stem.org.uk/resources/elibrary/resource/362346/personal-information

Heather
Sticky Note
https://www.youtube.com/watch?v=NKb0S3laHhkPrivate and personal Information

Heather
Sticky Note
Some Strategies-Powerful Passwordshttps://www.youtube.com/watch?v=IhlXtBNNuKs

Heather
Sticky Note
https://www.youtube.com/watch?v=ypGJTW3LRo4Netsafe 6 - What is personal InformationOthers using it?

Heather
Sticky Note
https://www.youtube.com/watch?v=NKb0S3laHhkPrivate and Personal Information

Heather
Sticky Note
Password generatorhttps://my.norton.com/extspa/passwordmanager?path=pwd-genhttps://passwordcreator.org/

Heather
Sticky Note
Geolocation misuse news storyhttp://www.bbc.co.uk/news/technology-35254459  

Heather
Sticky Note
Socially Curious?https://www.youtube.com/watch?v=eN4Lc-MtUp0

Heather
Sticky Note
Pop up adshttps://www.youtube.com/watch?v=d5kW4pI_VQw

Heather
Sticky Note
Lady Jane Grey- Online spamhttps://www.youtube.com/watch?v=FqBG7mt4gNQ

Heather
Sticky Note
Privacy settings-Little Red Riding Hood-2https://www.youtube.com/watch?v=-Dn1Jmqecvk

Heather
Sticky Note
What is your password?https://www.youtube.com/watch?v=opRMrEfAIiI

Heather
Sticky Note
Caught in the Webhttps://www.bbc.co.uk/newsround/13908828

Heather
Sticky Note
Avoid Account Hackinghttps://www.bbc.com/ownit/dont-panic/avoiding-account-hacks?collection=level-uphttp://www.digizen.org/digicentral/perfect-passwords.aspx

Heather
Sticky Note
You Will Wish You Watched This Before You Started Using Social Media | The Twisted Truthhttps://www.youtube.com/watch?v=PmEDAzqswh8

Heather
Sticky Note
Impact of Social Media functionality-prankhttps://www.youtube.com/watch?v=_pyJlERCrJE

Heather
Sticky Note
Terms and conditions prankhttps://www.youtube.com/watch?v=xZGh9bHmvRg

jjoy
Sticky Note
https://www.youtube.com/watch?v=3SBnNFR35mkHistory of media monitoring: from press clipping to the Internet | What is media monitoring?

jjoy
Sticky Note
https://www.youtube.com/watch?v=RP9WYJbo1e0Keep Android apps up to date

jjoy
Sticky Note
https://www.youtube.com/watch?v=4Oe3MaxMO-kHow to Manage App Permissions on Your iPhone or iPad | iOS 13https://www.youtube.com/watch?v=smqF6M6WJxAHow to Manage App Permissions on Android 10

jjoy
Sticky Note
https://www.youtube.com/watch?v=3ybwes6SMmQ&t=18sSearch It Up - Grown Ups Don’t Know It All!
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Copyright and ownership

This strand explores the concept of ownership of online 
content. It explores strategies for protecting personal 
content and crediting the rights of others as well as 
addressing potential consequences of illegal access, 
download and distribution.

Copyright and ownership



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I know that work I create belongs to me.

I can name my work so that others know it belongs 
to me. I can describe why other people’s work belongs 

to them.

I can explain why work I create using technology 
belongs to me.

I can say why it belongs to me (e.g. ‘I designed it’ or 
‘I filmed it’’). 

I can save my work under a suitable title / name so 
that others know it belongs to me (e.g. filename, 
name on content).

I understand that work created by others does not 
belong to me even if I save a copy.

I can recognise that content on the internet may 
belong to other people.
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4 - 7

Copyright and ownership

Juliet
Sticky Note
https://www.youtube.com/watch?v=3UYroTW3UmwMean girl stole my work 

Juliet
Sticky Note
https://www.youtube.com/watch?v=CWCUTn5C8aICopyright and plagiarism

Juliet
Sticky Note
https://www.youtube.com/watch?v=P8WDqixiMQASearch it up - Don't be a copycat

Juliet
Sticky Note
https://www.youtube.com/watch?v=hdOYE-FLNuoTeaches about Plagiarism

heather.jeavons
Sticky Note
Faux Paw's Dangerous Downloadhttps://www.youtube.com/watch?v=N1xFUw3bW10

heather.jeavons
Sticky Note
https://www.youtube.com/watch?v=oDWV_b3mgPkShakespeare Goes to school



It is important that learning outcomes are interpreted within contexts that are relevant to the learner’s experience and are achieved 
through learning that is matched to the readiness of the learner.

I can explain why copying someone 
else’s work from the internet without 
permission isn’t fair and can explain 
what problems this might cause.

I can explain why copying someone 
else’s work from the internet without 
permission isn’t fair and can explain 
what problems this might cause.

I can demonstrate how to make 
references to and acknowledge 
sources I have used from the internet.

I can assess and justify when it is 
acceptable to use the work of others.

I can give examples of content that is 
permitted to be reused and know how 
this content can be found online. 

I can demonstrate the use of search 
tools to find and access online content 
which can be reused by others.

When searching on the internet for 
content to use, I can explain why I 
need to consider who owns it and 
whether I have the right to reuse it. 

I can give some simple examples 
of content which I must not use 
without permission from the owner, 
e.g. videos, music, images.
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7 - 11

Copyright and ownership

Heather
Sticky Note
https://www.youtube.com/watch?v=z4GLHtrLhEg&t=1sSearch it up- How do you search it up?

Heather
Sticky Note
https://www.youtube.com/watch?v=hdOYE-FLNuoPlagarism

Heather
Sticky Note
Faux Paws and the Dangerous Downloadshttps://www.youtube.com/watch?v=GHkM2nddg7I

Heather
Sticky Note
Copyright Schoolhttps://www.youtube.com/watch?v=InzDjH1-9Ns

Heather
Sticky Note
Advanced image searchTeacher informationhttps://support.google.com/websearch/answer/29508?hl=en

Heather
Sticky Note
What is plagarism and how to avoid it.https://www.youtube.com/watch?v=Pmab92ghG0M

Heather
Sticky Note
Finding Information for Referenceshttps://www.youtube.com/watch?v=NrbdfELwBIM

Juliet
Sticky Note
https://www.youtube.com/watch?v=Zdrd_U8BWXoA history of copyright

Juliet
Sticky Note
https://www.youtube.com/watch?v=H_aOHpn_vqQEarly copyright history

Juliet
Sticky Note
https://www.youtube.com/watch?v=Uiq42O6rhW4Copyright basics
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Glossary

+, AND, “ “, NOT, * wildcard Additional characters used in online searches to limit, expand or determine the search results returned by a search engine. 
Sometimes referred to as Boolean operators.

Adware Software which automatically displays or downloads advertising material such as banners or pop-ups when a user is 
online. Designed to generate advertising revenue.

Adware blockers Software which will stop or block unwanted banner ads or pop-ups from appearing. Some of these adware blockers are 
available as browser plug-ins. (See also pop-up blockers)

Ad targeting

The term covers a range of strategies used by companies to make ads more visible. This includes consideration about 
where on the page an ad is placed in order to get maximum visibility or clickability as well as basing the placements of ads 
on a user’s behaviour, profile data (e.g. gender, age, location) or purchasing history etc. Ads are targeted to audiences with 
specific traits.

Age verification Age verification mechanisms allow the age of a customer or service user to be checked by the service provider using 
sources such as credit cards, birth records etc.

AI (artificial intelligence)
Computer programmes which can think, learn, make decisions, solve problems and mimic human cognition meaning 
they are able to perform tasks such as visual perception, speech recognition, decision-making, and translation 
between languages.

Anonymity This describes situations where a person’s true identity is unknown. This is often achieved by adopting pseudonyms or 
omitting identifiable information from an online presence. 

Anonymous reporting routes
A mechanism which allows users to report safeguarding issues anonymously, generally though an online facility which 
offers users the choice to enter contact details or not. Anonymous routes are often effective in engaging wider populations 
around online incidents, and provide support for those who want to report issues but are fearful of possible repercussions.



48

Glossary

App permissions

When apps are downloaded the user grants certain permissions of data and information that the app is able to access. 
This could include access to location, camera, microphone, browsing history, contact list etc. Some are legitimate and an 
app will need access in order to function correctly, others less so and will be more about the acquisition of data. Users are 
very often unaware of the permissions that they have granted.

AR (augmented reality) A technology which superimposes a computer-generated image over a user's real view of the world, thus providing a 
composite view.

Autocomplete A feature in which an application predicts the word or words a user is typing.

Avatar An icon, cartoon or image to represent a user online on social media, in video games or other services.

Banter

A term describing intended jovial teasing or talk amongst friends, it has the effect of creating a bond among the group. 
Much banter is good-natured but when banter comes into contact with the outside world, including online, those not in the 
group, unaware of the permissive bond between members, can only take what’s being ‘said’ at face value. Statements that 
participants consider as being in jest can sound hostile, derogatory, racist. Online, without the benefit of facial expressions, 
body language, tone of voice and context things can easily be misinterpreted. There is a risk that bullying behaviour can be 
excused as ‘banter’.

BBFC (British Board of Film 
Classification) UK organisation charged with rating and classifying film and other forms of media in terms of age and content.

Biometrics
Metrics related to human characteristics, e.g. finger prints, facial recognition, iris / retina recognition. Biometric 
authentication (or realistic authentication) is used in computer science as a form of identification and access control. 
It is also used to identify individuals in groups under surveillance.

‘Brand you’ This refers to the way you choose to portray yourself online including conscious decisions to keep all content shared of a 
similar look and feel. This is often driven by the desire to gain more likes, follows or comments or even for commercial gain. 
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Breadcrumb trail A navigation aid in user interfaces. It allows users to keep track of their locations within programs, documents, or websites, 
usually appearing at the top of a webpage.

Chat Informal communication online which can be found across different services such as social media, gaming and video 
sharing platforms. It can be a direct message to one person or multiple people in a group chat.

Cloud Storing and accessing data and programs over the Internet instead of a computer’s hard drive. Cloud storage can be 
accessed on almost any device with an internet connection as it is remote storage.

Coercion The process by which an individual or group convinces someone to engage in behaviour and actions to the benefit of 
the coercer. 

Comments A way of responding to content posted online usually found directly underneath the content itself. 

Content creators Someone who is responsible for contributing to information / content on any media, in this context a website, social media 
platform or app. 

Connectivity The capacity for ‘connected’ devices to share data about individuals or groups online. Individuals may or may not be aware 
that this is data is being collected and shared, or how it is being used.

Cookies Data generated by a website and saved on your web browser for the purpose of storing user preferences and login details 
(if selected to). 

Copyright theft Sometimes referred to as piracy, copyright theft is the use of content which is protected by copyright law, without the 
required permissions needed to reuse it. 

Counter-narrative Content or messages which offer a positive alternative to extremist propaganda or narratives online. 
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Creative Commons Licensing
An American non-profit organisation devoted to expanding the range of creative works available for others to build 
upon legally and to share. Several free copyright licenses (known as Creative Commons licenses) have been released 
to the public.

Cropping The digital removal of unwanted outer areas of a photo, image or video. 

Crowdsourcing The practice of obtaining information or input into a task or project by enlisting the services of a large number of people, 
either paid or unpaid, typically via the Internet.

Cyberbullying The use of electronic communication to bully, exclude or intimidate someone. It can be direct forms of communication or 
indirection ‘mentions’ online which someone perceives to be aimed at them.

Dark web
The dark web forms a small part of the deep web and is only accessible by special software (see also TOR). It is heavily 
encrypted and masks the ISP of its users meaning it frequently attracts criminal activity although there are legitimate 
reasons to use and access the dark web.

DDoS (Distributed Denial of Service) A DDoS attack is an attempt to make an online service unavailable by overwhelming it with traffic from multiple sources.

Deep fake technology A technique for combining and superimposing existing images and videos onto other images and videos. The result can 
convincingly present something which did not actually occur. 

Deep learning A form of artificial intelligence that mimics the workings of the human brain in processing data and creating patterns for 
use in decision making.

Deep web The deep web is the part of the Web not indexed by search engines, e.g. personal online banking pages. These pages are 
often hidden behind logins and are usually encrypted.
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Digital age of consent This is the minimum age that children can provide their own consent to the processing of their data. The UK has set this 
age as 13. 

Digital manipulation Altering a photo or video so that features are added, removed or appear differently. This may be done through the use of 
software or an app e.g. using filters, cropping or Deep fake technology

Digital personality
Created as individuals’ online activity and behaviour is monitored; collected and analysed. A person’s ‘digital personality’ 
can be used by and possibly sold to unknown others in order to target tailored advertising, information and disinformation 
specifically intended to be attractive to the individual and to influence their beliefs and choices.

Disinformation Inaccurate information deliberately distributed and intended to confuse, mislead or influence.

Disinhibition A term coined by danah boyd to explain why people behave differently when they are using online technologies. They are 
likely to feel a lack of restraint compared to when they are communicating in person.

Distro Operating system based on Linux which can be installed and used on another system (usually through a USB key) to 
bypass security and filtering.

Do-not-track-me An app or browser extension which blocks internet trackers from collecting and subsequently sharing information.

DPA (Data Protection Act 2018)
A law which governs the collection, processing, storage and distribution of personal data in the UK, overseen by the 
Information Commissioner's Office. The Act is the UK implementation of the EU General Data Protection Regulation or GDPR 
(see also GDPR).

DuckDuckGo An example of a search engine which does not track users.
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Emoji A small image or icon used to convey an idea, item or emotion. These are sent instead of or alongside messages written 
in text on messaging services and social media.

Echo chamber 
Activity, often on social media, where people of like mind reinforce a single view point to the exclusion of alternatives. 
An ‘echo chamber’ (or ‘reality bubble’) can create a false impression that an opinion is more widely held in society than 
it actually is, and can significantly strengthen people’s beliefs.

Encryption The process of converting information, messages or data into a code, especially to prevent unauthorized access. 
Some services offer end-to-end encryption which only allows communicating users to read messages.

Exclusion In an online context this refers to an individual who is left out from online chats, social media groups etc. It can also refer to 
self-exclusion from online gambling sites.

Facial recognition Software capable of identifying or verifying a person from a digital image or videos. 

False context When genuine content is shared with false contextual information, e.g. date, location, event or motivation. 

Fair dealing
A legal term used to establish whether a use of copyright material is lawful or whether it infringes copyright. There is no 
statutory definition of fair dealing – it will always be a matter of fact, degree and impression in each case. The question to 
be asked is: how would a fair-minded and honest person have dealt with the work?

Fake news Fake news is a form of news consisting of deliberate disinformation or hoaxes spread via traditional news media or online 
social media (See also hoax and disinformation).

Fake profiles Online accounts created to look like they are from a known and reputable source. 

Filters A form of editing used on social media and editing apps to make photos and images appear more glossy and achieve a 
more desired look and feel. 
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Find my phone An app provided on mobile devices to allow users to geo-locate their device if lost, misplaced or stolen. Further features 
allow remote locking and deletion of data, image capture through the camera of the user and messaging.

Firewalls A network security system, either hardware or software based, that uses rules to control incoming and outgoing network 
traffic. A firewall acts as a barrier between a trusted network and an untrusted network.

Fitness trackers Wearable multi-sensor devices that can collect data on movement; sleep; heart rate; blood pressure which is then collated 
and analysed via an associate app. Examples are Fitbit; Apple Watch and Galaxy Gear.

FOMO An acronym for ‘fear of missing out’, describing a user’s feeling of compulsion to check their phone or social media feed at 
regular intervals for fear of not staying up to date with conversations or events involving their friends.

Forums

An internet forum, or message board, is an online discussion site where users hold conversations in the form of posted 
messages. They differ from chat rooms in that messages are often longer than one line of text, and are at least temporarily 
archived. Depending on the access level of a user or the forum set-up, a posted message might require approval by a 
moderator before it becomes visible.

A forum can contain a number of sub-forums, each of which may have several topics. Within a forum’s topic, each new 
discussion is called a thread, and can be replied to by multiple users.

Gas-lighting False information presented to someone, making them doubt their own memory, perception and quite often, their sanity.

GDPR (General Data Protection 
Regulation)

A regulation by which the European Parliament, the Council of the European Union and the European Commission intend 
to strengthen and unify data protection for all individuals within the European Union (EU). This regulation has been brought 
into UK law under the Data Protection Act 2018.

Geolocation The process of identifying the geographical location of a person or device by means of digital information processed via 
the Internet.
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GIFs A digital animation which includes still or moving images used as a form of jovial communication (see also memes).

Grooming
The process by which an online user gains the trust of another user with the intention of doing them harm or coercing them 
into engaging in risky or harmful behaviour. This behaviour could occur online (e.g. sending a sexually explicit image) or 
offline (e.g. agreeing to meet in person).

Guerilla Mail A temporary email service which does not require registration and which only lasts for 60 minutes. 

Hacking
Gaining unauthorised access to a computer system or account. Someone who does this may be referred to as a ‘hacker’. 
Hackers find vulnerabilities in computer systems such as poor passwords or use technical methods to ‘attack’ systems. 
Some companies employ ethical hackers to help them protect their systems.

Harassment Intentional and repetitive behaviour against an individual, which is felt to be threatening or disturbing, or creates an 
intimidating, hostile, degrading, humiliating or offensive environment for the individual.

Helpline services Online or telephone-based services providing help and support e.g. Childline or The Mix for young people, and the NSPCC 
helpline and the Professionals Online Safety Helpline for adults.

Hits Instances in which a webpage or site has been viewed.

Hoax A fictional story circulated online, frequently intended to shape people’s beliefs or opinions. Hoaxes can appear 
increasingly credible as they are repeatedly forwarded online. 

Identity ideals Aspirational ideas about identity shared and reinforced online. 

Identity theft The fraudulent practice of using another person's name and personal information in order to obtain credit, loans, etc.
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In-app purchases The purchase of additional content or services within an app or game often by using real money but sometimes in 
exchange for in-game money.

Incognito A browser setting in Chrome that allows a user to browse without recording sites visited in the browser history. Referred to 
as in-private browsing on other browsers such as Safari and Internet Explorer.

Influencers Someone who promotes lifestyle ideals, products, services or events via social media platforms. Influencers tend to have 
large numbers of followers which makes them more attractive to companies who want to advertise particular products. 

Information operations Actions taken online by unknown people, organisations and countries to use the media (especially social media) to steer 
public opinion by targeting and disseminating selective information or disinformation.

Injunction A form of a court order that compels a party to do or refrain from specific acts. A party that fails to comply with an injunction 
faces criminal or civil penalties, including possible monetary sanctions and even imprisonment.

Internet of things Everyday devices which are connected together via an internet connection with the purpose of sharing data and syncing 
outputs / actions. 

Junk folders A place used to store spam or unwanted incoming e-mail so that it stays out of a user’s inbox.

Kickstarter A crowdfunding website which enables users to contribute money towards projects such as music, games or 
technology developments.

Libel A published false statement that is damaging to a person's reputation; a written defamation.
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Lifestyle sites
Generic term for sites which reference physical and mental health issues, including anorexia, bulimia, suicide and 
self-harm. Usually set up by online communities experiencing these issues and often unregulated, unlike established 
and verified agencies offering online support services.

Likes

“Like” buttons are often available in social media platforms to signal a response to online content viewed. Users are 
encouraged to respond to content to build community, but it also serves the social media provider with additional 
information regarding an individual’s online activity, which often shapes the resultant experience they have and the 
content they see on that platform.

Livestreaming The broadcasting of live video to an audience over the internet. It can also be a one-on-one live video chat.

Loot boxes
An in-game purchase consisting of a virtual container that awards players with items and modifications based on chance. 
Loot boxes and other microtransactions are increasingly used to improve the profitability of games that are free to play or 
that are paid for as an initial purchase.

Memes An image, video, piece of text, etc., typically humorous in nature, that is copied and spread rapidly by Internet users, 
often with slight variations (see also GIFs).

Malware Sometimes referred to as malicious software, malware is a program designed to damage or carry out unwanted actions 
on a device or computer network. 

Marketplace Online platforms, features or accounts which are designed to sell an array of products and services. 

Misinformation Inaccurate information distributed by accident and without malicious intent.

Monitored Usually used to refer to internet traffic which is logged by a service provider or organisation e.g. school.
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Night-shift mode
A mobile device features which changes the colour temperature of the screen to decrease the amount of blue light emitted 
from the display. It reduces screen brightness and assists with the absorption and release of the sleep hormone Melatonin. 
It can be activated automatically during sleeping hours.

Nudes
A term used by young people to describe self-taken naked or semi-naked photographs or videos. These pictures 
are taken on an electronic device and can be shared online. The reason for taking and sharing ‘nudes’ is not always 
sexual motivated.

Online commerce The activity of electronically buying or selling of products on online services or over the Internet.

Online identity A social identity that an internet user establishes in online communities and websites.

Outing someone The practice of revealing private information about an individual online. This can be the sharing of private messages or 
information relating to their sexuality for example. 

Parody An imitation of the style of a particular writer, artist, or genre with deliberate exaggeration for comic effect.

Peer support When individuals use their own experiences to help other people taking a number of forms such as peer mentoring, 
reflective listening (reflecting content and / or feelings), or counselling.

Peer-to-peer technology (P2P) Allows users to access media files such as books, music, movies, and games using software which locates content by 
searching other devices on a peer-to-peer network.

PEGI (Pan-European Game 
Information)

EU classification system that rates games in terms of age suitability and content. Intended to regulate the retail of games 
to underage purchasers.

Persuasive design Online features that are designed to change attitudes or behaviours of users through persuasion and social influence, 
by drawing on psychological and social theories. E.g autoplay function on YouTube, Snapchat streaks.
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Phishing Sending electronic communications which attempt to obtain personal details (such as usernames, passwords, bank details) 
by claiming to be from a legitimate source. This information may then be used fraudulently.

Pirate sites Sites which provide links to download online content such as films, music, games and software illegally without payment.

Political agenda An underlying political motivation for sharing content or messages. 

Pop-up blockers Prevents pop-ups from displaying in a user’s browser. Pop-up blockers work in a number of ways: some close the window 
before it appears, some disable the command that calls the pop-up, and some alter the window’s source HTML.

Pop-ups
A form of online advertising usually commercial in nature, but can also be linked to malware, viruses and pornography. 
Content “pops up” on screen in a second window; can be managed and limited through browser settings or third party 
malware apps.

Profile
The information a user shares on social media presenting some personal details to other users. It may contain images, 
likes, hobbies, their network of contacts, contact details etc. Profiles can be unrepresentative and misleading (see also 
fake profiles).

Propaganda

The deliberate provision of:
• information that whilst accurate may be narrowly selected, failing to present other pertinent facts
• disinformation that is not factually accurate
• a combination of information and disinformation where the inclusion of valid information is intended to mask or 

legitimise the disinformation
with the intention of influencing the choices, actions or beliefs of others.

Proxy-bypass A third party website set up for users to bypass filtering restrictions on the network they are using. Whilst these sites are 
often blocked by network administrators, others proliferate rapidly and are often listed on some areas of the internet.
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Radicalisation The process by which a person is groomed to support terrorism and forms of extremism leading to terrorism.

Ransomware A type of malicious software designed to block access to a computer system until a sum of money is paid.

Remote access The ability to access to a computer or a network from a remote location - also known as remote desktopping.

Remote data deletion A remote wipe may delete data in selected folders, repeatedly overwrite stored data to prevent forensic recovery, return the 
device to factory settings or remove all programming on the device.

Removable media Any type of storage device that can be removed from a device while the system is running e.g. CDs, DVDs, Blu-Ray disks, 
USB drives. Removable media makes it easy for a user to move data from one computer to another.

Reviews (fake or misleading) A critical appraisal of a service, product or location. Reviews can be unrepresentative and misleading.

RTBF (Right to be Forgotten)
In May 2014, the European Court Of Justice ruled that EU citizens have a ‘Right To Be Forgotten’, enabling them to request 
that search engines remove links to pages containing content deemed private, even if the pages themselves remain on 
the internet.

Satire The use of humour, irony, exaggeration, or ridicule to expose and criticise people's stupidity or vices, particularly in the 
context of contemporary politics and other topical issues.

Scams
Online scams are schemes to extort money via online communications, e.g. through fake websites or emails. Messages 
may be sent to create fear (e.g. pretending something has or will happen), threat (e.g. pretending a person has done 
something they haven’t) or reward (e.g. pretending someone has won a prize).

Sceptical Having doubt or questioning something you have seen or have been told. 
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Screen-grab Way of capturing screen content on computers and mobile devices that can later be used to support issues and 
assist reporting.

Search engine A programme, script or tool which searches the internet for information, images or material based on keywords or content 
entered by a user.

Search engine rankings The position at which a particular site appears in the results of a search engine query. 

Secure services Methods of communication which are encrypted or use secure protocols to protect users (see also encryption).

Sexting
The term ‘sexting’ describes the use of technology to share personal sexual content; it is most commonly used to refer to 
youth produced sexual imagery. The name comes from a word-mix of ‘sex’ and ‘texting’. Young people tend not to use this 
term but may use other nicknames such as ‘nudes’, ‘nude selfies’ or imply these through the context of the message.

Sexual harassment Unwelcome sexual advances, requests for sexual favours, and other verbal or physical unwanted conduct of a 
sexual nature.

Sitemaps A list of pages of a website accessible to crawlers or users.

Slander False and damaging statements made about an individual or organisation. 

Social bot Automated software which generates content and messages presenting as if it is from a real person.

Social media feed A collection of content shared on social media by an account often found on the account’s profile. 
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Social reporting Reporting inappropriate, unkind or unpleasant content to other friends or users online, garnering support to apply pressure 
to the individual posting that content.

Spam Unsolicited messages or content sent online to a large number of users. Spam is usually sent for the purpose of 
advertising, phishing or spreading virus / malware.

Stalking

A persistent and unwanted behaviour that causes another person fear, distress or anxiety. It can occur on and offline and 
could include sending malicious or unwanted communication, following someone, sending unwanted gifts, damaging 
property or sexual assault. Under the Protection from Harassment Act and 1997 and the Protection of Freedoms Act 2012, 
stalking is a criminal offence.

Streaming Listening to music or watching video in ‘real time’, instead of downloading a file to your computer and watching it later.

Strong and secure password

A sequence of three random words can make a password stronger and harder to hack e.g. FlamingoHeadMan. 
Special characters can also be added to improve it e.g. 42@FlamingoHeadMan

A separate password should be used for a personal email account as this is usually the gateway to all other accounts.

Terms and conditions

Terms of service (also known as terms of use and terms and conditions, commonly abbreviated as TOS or ToS and ToU) are 
rules by which one must agree to abide in order to use a service. Many online service providers have complex T&C’s that 
are difficult for a user to navigate and fully understand. The UK Children’s Commissioner has created simplified T&C’s for 
some of the main social media platforms.

TOR (The Onion Router)
Software enabling access to the dark web through a series of anonymous points of presence on the internet, making it 
difficult to track a user or individual device. Simply using TOR isn’t illegal but some of the content which it allows access to 
is illegal. 
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Torrent sites Sites offering files for download using a distributed peer-to-peer file sharing system. The programs used to download files 
via the BitTorrent protocol are called BitTorrent clients.

Trojans A Trojan horse or Trojan is a type of malware that is often disguised as legitimate software. Trojans can be employed by 
hackers trying to gain access to users’ systems.

Trolling The sending of malicious, abusive or derogatory messages by one user (a ‘troll’) to another user online with the intention of 
upsetting or harassing them, or damaging their reputation. Trolling is often anonymous.

Trusted adult 
Someone who a young person has a good relationship with and has their best interests in mind. Most likely to include 
someone at home or in school. It is important that young people have a number of trusted adults they can go to from 
different areas of their lives and they may need support in identifying these. 

Two-factor authentication A type of multi-factor authentication providing an extra layer of security. It requires not only a password and username but 
also an additional piece of information which can often be verified through an authenticator app on a user’s mobile device.

Unsubscribing To cancel a subscription to an electronic mailing list or online service.

Upskirting

This is a colloquial term referring to the action of placing equipment such as a camera or mobile phone beneath a person’s 
clothing to take a voyeuristic photograph without their permission. It is not only confined to victims wearing skirts or dresses 
and equally applies when men or women are wearing kilts, cassocks, shorts or trousers. It is often performed in crowded 
public places, for example on public transport or at music festivals, which can make it difficult to notice offenders.

URL Uniform Resource Locator. A URL is the address of a specific webpage or file on the Internet.

Vloggers A person who regularly records and posts videos online via social media or video sharing sites like YouTube. Popular vlogs 
include ones about lifestyle and gaming. 
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Viruses
A computer virus is a type of malicious software (“malware”) that, when executed, replicates itself by modifying other 
computer programs and inserting its own code. Infected computer programs can include data files, or the “boot” sector of 
the hard drive.

Voice activated search Also known as ‘voice search’ or ‘voice-enabled search’. When a search tool allows the user to use a voice command to 
search the Internet, a website, or an app.

VPN (Virtual Private Network) A method used to add security and privacy to private and public networks, like WiFi Hotspots and the Internet. VPNs are 
often used by corporations to protect sensitive data.

VR (Virtual Reality) A simulated experience usually found within gaming that can be similar to or completely different from the real world. 

Webcams A video camera connected to the internet that allows users to broadcast live video or take and share photographs. 
Webcams can be used with computers and are often built into laptops, tablets and smartphones.

wellness apps
Software designed to assist or track mental and physical health. In its simplest form it can be apps that provide the right 
environment for relaxation or meditation; many provide the ability to be able to record emotions or feelings at key points of 
the day to form a record of mental health and to assist with forming strategies to support those issues.

Whistle-blowing In the online context, whistle-blowing describes an individual’s act of disseminating data or information online that others 
such as organisations or governments might wish to suppress.
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Supporting resources, literature and research

The resources and links below provide a 
starting point for supporting children and 
young people develop the competencies 
detailed in the framework. 

Note that many learning resources 
are issue-specific (e.g. sharing explicit 
images, bullying, protecting personal 
information) and so should be used in 
conjunction with other materials to enable 
children and young people to develop 
their understanding, skills and confidence 
across the competencies.

Self-image and identity
Dove Self-Esteem Project
Media Smart

Online relationships
Brook and NCA-CEOP – Digital Romance
NCA-CEOP – Thinkuknow 
Childnet – PSHE toolkits
Childnet et al – Project deSHAME
Disrespect Nobody
LGfL – Undressed
NSPCC – Relationships and sex education 
(RSE) resources for schools

Online reputation
Barclays LifeSkills – Online reputation and 
social networking
Childnet – Online Reputation Checklist
Media Smart

Online bullying
Anti-Bullying Alliance
BullyingUK – Cyberbullying
Ditch the Label
Government Equalities Office Anti-
homophobic, Biphobic and Transphobic 
Bullying Project
NSPCC Learning – Protecting children 
from bullying and cyberbullying
The Diana Award – Anti-bullying 
Ambassadors

Managing online information
Childnet – Trust Me
Google Search Education
Ofcom – Making Sense of Media
NewsWise news literacy project 
and resources

Health, wellbeing and lifestyle
BeGambleAware and PSHE Association – 
exploring risk in relation to gambling 
Girlguiding – Girls’ Attitudes Survey
Public Health England – Rise Above
PSHE Association – mental health and 
emotional wellbeing lesson plans
Young Minds - Resources

Privacy and security
Children’s Commissioner, TES and 
Schillings – Young peoples’ rights 
on social media
ICO – Resources for schools
National Crime Agency – 
Exploring Cybercrime
NCSC – Resources for schools

Copyright and ownership
Intellectual Property Office – 
Cracking Ideas
Creative Commons
FACT UK
Get It Right From a Genuine Site

Further information and resources
Barnardos
Common Sense Education
Childnet 
The Education People 
Education Scotland 
London Grid for Learning 
NCA-CEOP – Thinkuknow online safety 
education programme 
NSPCC 
NSPCC Learning
Parent Info 
Parent Zone 
PSHE Association 
South West Grid for Learning – Project 
Evolve programme 
UKCIS 
Welsh Government – Hwb

https://parentzone.org.uk/dove-self-esteem-project
https://mediasmart.uk.com/
https://www.thinkuknow.co.uk/professionals/guidance/digital-romance
https://www.thinkuknow.co.uk/professionals
https://www.childnet.com/resources/pshe-toolkit
https://www.childnet.com/our-projects/project-deshame
https://www.disrespectnobody.co.uk/
https://undressed.lgfl.net/
https://learning.nspcc.org.uk/research-resources/schools/relationships-health-and-sex-education-resources
https://learning.nspcc.org.uk/research-resources/schools/relationships-health-and-sex-education-resources
https://barclayslifeskills.com/educators/
https://barclayslifeskills.com/educators/
https://www.childnet.com/resources/online-reputation-checklist
https://mediasmart.uk.com/
https://www.anti-bullyingalliance.org.uk/
https://www.bullying.co.uk/cyberbullying/
https://www.ditchthelabel.org/
https://www.pshe-association.org.uk/content/government-equalities-office-anti-homophobic
https://www.pshe-association.org.uk/content/government-equalities-office-anti-homophobic
https://www.pshe-association.org.uk/content/government-equalities-office-anti-homophobic
https://learning.nspcc.org.uk/child-abuse-and-neglect/bullying
https://learning.nspcc.org.uk/child-abuse-and-neglect/bullying
https://www.antibullyingpro.com/
https://www.antibullyingpro.com/
https://www.childnet.com/resources/trust-me
https://www.google.com/insidesearch/searcheducation/
https://www.ofcom.org.uk/research-and-data/media-literacy-research
https://www.theguardian.com/newswise-unit-of-work
https://www.theguardian.com/newswise-unit-of-work
https://www.pshe-association.org.uk/curriculum-and-resources/resources/exploring-risk-relation-gambling-lesson-pack-ks2
https://www.pshe-association.org.uk/curriculum-and-resources/resources/exploring-risk-relation-gambling-lesson-pack-ks2
https://www.girlguiding.org.uk/girls-making-change/girls-attitudes-survey/
https://campaignresources.phe.gov.uk/schools/topics/rise-above/overview
https://www.pshe-association.org.uk/curriculum-and-resources/resources/mental-health-and-emotional-wellbeing-lesson-plans
https://www.pshe-association.org.uk/curriculum-and-resources/resources/mental-health-and-emotional-wellbeing-lesson-plans
https://youngminds.org.uk/resources/
https://www.tes.com/teaching-resources/digital-citizenship
https://www.tes.com/teaching-resources/digital-citizenship
https://www.tes.com/teaching-resources/digital-citizenship
https://ico.org.uk/for-organisations/in-your-sector/education/resources-for-schools/
https://www.pshe-association.org.uk/curriculum-and-resources/resources/exploring-cybercrime-ks3-lesson-plans-national
https://www.pshe-association.org.uk/curriculum-and-resources/resources/exploring-cybercrime-ks3-lesson-plans-national
https://www.ncsc.gov.uk/information/resources-for-schools
https://crackingideas.com/
https://crackingideas.com/
https://creativecommons.org/
https://www.fact-uk.org.uk/
https://www.getitrightfromagenuinesite.org/
https://www.barnardos.org.uk/
https://www.commonsense.org/education/
https://www.childnet.com/
https://www.theeducationpeople.org/
https://education.gov.scot/
https://www.lgfl.net/default.aspx
https://www.thinkuknow.co.uk/
https://www.thinkuknow.co.uk/
https://www.nspcc.org.uk/
https://learning.nspcc.org.uk/
https://parentinfo.org/
https://parentzone.org.uk/
https://www.pshe-association.org.uk/
https://projectevolve.co.uk/
https://projectevolve.co.uk/
https://www.gov.uk/government/organisations/uk-council-for-internet-safety
https://hwb.gov.wales/
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